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Use of Presence am) Location Intckmation 

CONCEICSING WmEi^ STJBSCRIB^ 

Messaging and Mobile Commerce 
introduction 

[0001 j The present invention relates gcoeially to the field of wireless communications, 
More particularly, the present in^^tion relates to cnabletnent of instant messaging and 
location-based mobHe commerce across Internet and diverse wireless network 
infrasinicturefi. 

BACKGROUND OF THE INVENTION 
100O2J There are two major technical Mds that Imvc shown cwploavcgro^ 

past few years: the first is wireless ccmnnmications and the second is use of data services, 
particularly the Internet The growth of wireless communications has been astouiiding. 
Twenty years ago, tbere was virtually no use of wireless communications devices such as 
cellular phones. In contrast, the market penetration for wireless devices in the U.S. in 
1999 was 32 percent The current forecast is that 80 percent of ftie VSt popuMpQ will 
wirdess subscribers by 2008, Ukewise, cixnrent and expected adoption of data services is 
phenom^al. Interestingty, wireless conmunieatiQp? m4 4at?t s^rvi^^s ffire beginning to 
converge. 

[0003] An cxfimplc df this convergence is found in Instant Messaging (or * W). 
Originally an Internet-based text communication technology, IM soon be integrated 
with wilfiiess iiellAiuiis. Ilfemains to be seen how smoothly this integration will prcce^ 
Presence detection is an impoitairt element of any IM solutbn because an essential aspect 
of the IM technology is &e detection of whether the members of each M user's buddy Ust 
are present on the tt^ork. Althoueh presence d^ection was fairly straightforA'srd in the 
Internet environment, when the varioiJS wireless netwodcs are to be integrated into the IM 
phenomenon presence is no longer so easy to establish coraprehensivefy: 

[00(M] Tbus, what is needed is an infrastructure technology to enable mobile M services 
and pn>vidc for effective mobile buddy lists. 

[0005] Another potential benefit ofthe integration of wireless nctwoi^ 
networks, such as the hitemct, is mobile commerce (also rcfexrod to as m-commcrce). 



wo 02A)<i525O 



PCTAJS02A)453J 



Thus far, inol>ilc commerce has been severely liinited. To date, mobile commerce has 
typically been subscnbcr-initiatcd, with the subscriber using a handset to locate a pfroduct 
or ttisrvicts. This appmfl^-b is oomist^nt With E-91 1 impkmeotatioiis, wfecro the subscnbcr 
initiates a call that requires location infonnalioa. Howcv^, for mobile commerce to be 
broadly succossfiil this paradigm needs to be invertod. Thid inversion occuri because 
wireless devices {telephone handsets^ personal distal assistants* etc.) are not soitablc for 
**wuidow shopping.*" Merchants should have (lie ability tu initiate promotioiis - <m a 
peimission-oriented basis - just as they do with other media. 

{0006] In the nott three years, the number of m-comtmercc providers is expected to grow 
from aknost zero to more than 18,000 worldwide, la addition, traditional letailen will 
also sedc to engage mobile customers. The curtcnt model of bi-latend agreements cannot 

, scale to me<^ the demands of m-commwce, messing, and traditional retail, A 

centralized gateway, where subscriber information can be sold (on a permission-oriented 
basis) to firms that require such information, would be an advantageous advance 

{OWTJ Thus, what is needed is a ccntraiized gateway where subscriber information can be 
spl4, on a pOTiission-oricntcd basis, to commergial firms, 

10008J Tht availability of location infomiation oonceming the wireless handsets is 
. important to the enablement of mobile comttteree. Althou|Ji handset location information 
is not strictly required for mobile commerce to occur, it certainly facilitates Uio 
«stablishm^t of an effective m-coiinaaTce campaign. 

[OO09] Wireless carriers worldwide areprepanng to offer location-based services to dieir 
subscribers* At the heart of these services is the P(^ition D^ennining Equipment (PDE) 
which determines the location of a wireless device. The available PDE solutions anploy 
several distinct methods of loc^n determinatimi: triangulation of RF signals among base 
stations; RP fingerprinting; and, embedded GPS in the wireless device. Regardless of the 
method employed, the PDB's most critical interface is to the MobUe Positioning Center 
(MPC), which routes a3Dergency911 voice calls and their associated locadonin^Mmation 
to the local Public Safety Access Point (PSAP), The PDB also has an interface to a 
luKadon Prcoty Server {LPS)^ which n^ 

. mcigcncy third pardes outside the witelcss network* 
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[0010] There is a trtnd in the industiy to combine the MPC atwl the LPS intn a jringka 
platfbim: both aystems nnite voice call3 with embedded location infomsatiQn to third 
parties. However, thoe are good reawns that thiaconwational trend diw^ 
and the MPC and LPS should be decoupled Wh^as die MPC perfcMms the proven, 
stable iimction of routing cmorgcncy calb to the FSAP, the LPS is expected to evolve 
rapidly to accommodate the massive demands of Memet-based businesses and services, 
Fca^haps imisi ia^riantly, the LPS must accommodate merebant-initiated trafisacEloiis, 
which should become a significant aspect of mobile commerce but camiot be provided by 
voice call'diiven MPC technology. Jn the same way thai Home Location Hc^stm 
(HLRs) have been d©coq)led fiom MSCs - allowing ^Intelligence" to be decoupled fiom 
switching febrio - the LPS should be decoupled ftom the MPC and allowed to c?voJve into 
a hig^y intelligent engine responsible for making wireless Internet access relevant* 
personal, and ttmeiy. 

tOOll] Annmba'ofcon^arue«(e,g,,FolloWap, OpcnWave,SignalSoft,CTMoti^ 
AirZWcb, AirFIash, Ericsson's "Oz,"* InfoSpace, WindWire, OpenGrid, Aether Systttns, 
724 Solutions, Message Vine, Lucent, Nortel, Nokia, Quickdot, Xypoint, Cellpoint, just to 
name a Ifew) currently promise technologies that will pnavide some fomi of IM or m- 
comm«rcc solutions for wireless handsets to comnumicatc with Intenaet-connected users. 
However, none of these companies have been able to devdop a system that integrates 
presence determination, location determination. Instant Messi^ing, and mobile commerce. 

[0012J Thus, what is needed is a an infrastructure technology that allows the integration of 
presence determination, location dctcnniastiQn, lostanl Messaging, and mobile commerce. 

SUMMARY OFTHE INVENTION 
• [0013] Accordingly, one aspect of the pftseait invention is the integration of pnrscnce 
determination, location determination. Instant Messaging, and mobile commerce into a 
fimctionally seamless sj^em. This integrated Presence, Location, Bistant mcssa^g, and 
Mobile commerce (or *TLIM") system may be implemented as an added oomponenl of a 
wireless pr0vider*s network. 

(0014] Alternatively, a further aspect of ti\e invention is the integration of prcsaoce 
determination, location determination, histant Messaging, and mobile commerce as a 

-3- 
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cojtrdizcd gateway that be attached to the network 

100151 Tbe gateroy arrangemeat accofdiiig t6 this Aspect of fte inv«ition fscilitates a 
business model that represents a stq> forward from today's practices, m which individual 
wireless earners are entering into bi-lateral agreements with specific fiitcmct content 
providers. The PLIM gateway generates revenues from Internet services that require real- 
tnne information about wireless subsciibers in order to conduct m-commerce or ofTex 
advanced messaging services. The gateway may then share the revenue generated through 
the sale of subscriber information with the participating wireless carriers that host the 
subscribers. 

10016] The ?IJM gateway makes wii«lesssubscribcT presence Jocadon, and 
i?i&mi3ti«i available on a 10Q% prandssion-oricntcd basis to Memet services. Tlic PUM 
gateway obtains subscribe information through direct electzonic connections into wireless 
canier networks. Tfeese coonecti^ns arc aoa-intrusive and pose no risks to flie wirieless 
carriers. Raw data collected from carriers is formatted and cached inside the PLIM 
gateway, and naade ^ymlgble to registered Memet services fluou|jL an sloctromc Internet- 
based inter&ce. 

[OfllTJ Another a^ect of the present invefltion is tiie ^tiabling of true merchant initiated 
mobile commierce. This is made possible due to the mtegration of location information 
with a facility to manage mating camsjaigiis aiid a Siibscriber privacy managcmeni 
database. This ensures that the mobile commerce is conducted so that merchants obtain 
eflaciKit ma±^ing service ami subscribers are subje^ 
expressly consented to. 

{OOlSJ Additronafly, another aspect oftheiirvention is the implement 

optimization and performance measurement fisatures to enable network operators to 
measure the performance and inarease the ejDBciency of their iietwojks* 

[0019] It is an <^ject of the present invention to provide integr^on, for one or more 
wireless networks, of presence inbcmation, location information, btstant Merging, and 
mobile commerce. 
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[00(2(q It is another object of the present invention to provide fntegrayon. of Tnirtant 
Messaging and ixxobik commerce as a 
wireless actwmiES. 

[0O21] It is yet another object of the preseot invetntioti to provide integratiorL of lostaat 
Messa^ng and mobile commerce as a dedicated system servicing the needs of only a 
singlo wireless uctwarlsu 

{€022] It is still another object of the present invention to enable merchant initiated mobile 
commerce by integrating mfoimation about wireless subsaibeis* location, pnasence, and 
privacy choices. 

{0023] Additional objects and advantages of the present mvcniion will be parent in the 
, fbliowing detailed description read in conjunction with the accompanying drawing 6gur^. 

BRmF DESCRIPTION OF THE DRAWINGS 
[0024] Fig. 1 ilhistratcs a block diagram view of the architecture of a ?LM system 
according to the present invention. 

[00251 ^ig' 2 illustrates the flow of signals via the PLIM system of the presort inyenSpa 
when subscribCT-inihated location-sensitive Web browsing is practiced- 

1002^ Fig, 3 illustrates the flow of signals via the PUM system of ttie present invention 
wheo merchairt-initiated mobile commerce is practiced, 

[0027] Fig. 4 ithistrates an initial registration process for effecting subscriber 
provisicming. 

(002B] Fig. 5 ilhistratcs a preference selection piwess fbrcf&cting subset 
provisioning. 

iGG29j Fig- 6 ilfu^ies an updating process for maintaining subscriber provisioning- 

(0030) Fig. 7 illtistrttfiS a Ctoief sp«ific PLIM seiver ina5)lcmeniatida . 

[0031] Fig. 8 illustrates aPJUM system implemented as a centralized gate^ 

[00321 Figs. 9 and 10 iUnstratc a system for network optimization and performance ; 
measurement, according to a Anther embodiment of die present invrndon. 
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0ETAIIJEB DESCmPTION OF THE Im^E^fI30N 
[0033] One embodimect of the present invention is a computing platform that facilitates 
coJDamumQsfiQos for mreless subscribers of a wi^^ The computing platfonn 

inchKles a presence module that inaintains data coiKerm^ 

wireless subscribers, as well 05 n location proxy modulo that mnintaina location data 
concerning phy^cal locadoa of the wireless subscribers. It also includes an instant 
messaging module comiected to piovidc iustant messaging setviue Xur (he wireless 
subscribers utilizing the data concttningnetwodc presence. To enable mobile 
the edmpuriilg platfonn fiiith^ includes a campaign manager module connected to provide 
commercial message trnosmission to one or more of the wireless subscribers selected 
based on the data oonccmmg network presence and 6xg data cx)ncemtng physleal locationw 

[0034] Ano&a* aspect of the computing platfonn is a privacy database containing records 
of data permission settings correspoudtcig to individual ones of flio wireless subscribers. 
The data permission settings of I2ie privacy database arc used as a &rthcr basis on which 
the wireless subscribers axe selected to be provided commercial message transmission. 

[0O35] Anote aspect of the computing platfonn is that the presence module also 
maintains data concerning network presence of non-wirelcss instant messa^g 
subscribers. . : 

[0036] Another embodiment of the present invention is a network gatierway for collecting 
presaice infbimarion and loeati&ii iafottttatidii CMceming wireless subscribeis of plural 
wireless networks, and for ^cilitating instant messaging and mobile commerce. The 
network gateway includes a presaoce module that maintains data concerning n^Btwoik 
presaice of the wireless subscribOT, as well as a location proxy module that maintains 
location data concemmg physical location of fee wireless subscribeK, It also inctodes an 
instant messaging module connected to provide instant messaging service for the wireless 
subscribers utilizing the data canceming network presence. To ^able mobile commerce, 
the network gateway fhrther includes a campaign manager module connected to pro vide 
commercial message tranfiraissiOT to .oneormore of the wireless subscribers selected ^ 
based ou the data eoucerning network presence and the data concerning physical location. 
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[0037] Tbe present inventioti also encompasseft process «rnhodinien(!t fhr the candxict of 
mobile commerce* Oae process embodiment includes receiving a request fitm aa 
approved merchisait; &r cuxrent location infomiation concerning a mobile subficribcri and 
vending via a privacy datab^ that the subscriber has given p«inission for the merchant 
to access the requested information. The pixsce&s further includes obtainiiig current 

' location information concerning the mobile subscriber from position determining 
cqmpmeiit associated with a wirele^ network, and pro viding the sub^ 
location infbrmatioii to the merchant By this process^ the merchant is free to transmit to 
the subscriber personalized content based on {he subscriber's ciirrcnt location informstioa 

[0033] The IntegTated Presence Location Instant messaging arkl Mobile commerce (PIJM) 
system according to the present invention provides two salient advantages to a wireless 
earner, Orie is the cnabliiigofwirelc^ instant oiessaging with ''mobile budd^ 
capability. The second is enabling of mcrchant-mitiated mobile conmietce. These 
^plications hold great promise for immediate and untapped soimces of revenue for 
wireless carriers, 

10039] M is a revenue generating service. Instant messapig is a popular - perbaps 
indispensable — Internet service that wireless subscribers will pay to receive on their 
mobile devioea. Even &r <?arriers who do not bill separately for the EM service^ the 
additional message traffic and airtime represent signiticast sources of new revenue on 
their existing infrastructure. 

[0040] Enablement of mobile commerce (or **m commerce") is also a revenue generator. 
A PUM $ys^t&i aedOfdmg to the present invention makes subscriber presence, location, 
and interest infbrmation available to merchants who desire to initiate transactions with 
wireless subscribers. CatrieifS can derate multiple streams of revenue from ihc sale of 
presoKTc and location information^ as well as activate lucrative mobile commerce 
agreements with strategic partners. 

[0041] In addition^ the ability to offer the PUM as agateway, independent of a single 
network, alloTO several impoitairt«dvantag«^ Most impoitantiyr it provides a yirUud 
**oiie stop shop" so that mo^chaats, customers, and network operators can estzAlish a 
busbess lelatioitship with a single entity that provides a seamless Interface. 
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[0042] A PLIM system according to the present invention oflffcrs significant additional 
advantages to wireless carriers in terms of network optimization and pcrforaiancc 
mefi^urement. Through its PreseiKX Server, the platform allows other nctworis elements to 
function more efficiently. For exan^lc,byiiadicatmg that a subscriber's phone is OFF, 
the PLEM system eliminates unnecessary and resource-consuming SMS delivery n> 
attempts, SLmilarly, the PLIM system can agnal fhe Positioning Determining Equipment 
wticu a subscriber has registered in a dUrettaii marj£.el, uliuwinij Uie equipment lo rapidly 
'*re-iocate" the subscriber. 

(D043] The present invention ensures that mobile commerce is conducted in such a way 
ttiat swbscaibcr privacy is not compromised The PLEM system provides for a 100% opt-in 
standee. Subscriber information is lirewaliediiistde the carrier's n^ 
centralized gateway, depending on implementation options. Subscriber in&rmation is not 
provided to any third party without explicit pcxmissioiL Subscribers have the ability to 
establish and change their permissions and preferences easily and frequently using both 
PC and wireless interfaces. 

' [0044] Referring to Fig. lablock diagram of the architecture of aPUM system 110 

according to the present invention is illustrated One element of a system according to the 
present invention is the Presoage Scgry^ 112, The Presence Server 212 determines 
whether a mobile device is OK or OFF in real-time. The Prcsraicc Server 112 intcr- 
opcratcs with system d?taba$e$ t9 dlpw 9^phi«ticatc<l prcscQce management. 

[0&4S] Ano^er element of a system according to tho present invention is the Location 
Proxy Server (LPS) 114. The LPS 114 makes subscriber location, as determined by Surd 
party equipment {e.g., PDE), available to merchants and other external entities imder 
controlled conditions. An additional element of a system according to the present 
invention is the IM Server 116. The IM Server 116 allows the wireless networks to send 
and receive instant messages from common IM platforms. 

[0O46] Another element ofasystem according to the present invention is the mobile 
commerce Campaign Manager 118. The CanQiaign Manager 118 allows wireless carriers 
to antwnatically delivca* targeted messages and e-cot^ns on behalf of mobile coinm«ce , / . 
m^^chants. 
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{0047] Each of these elements 112/114, 11 6, 1 1 8 ttiay he iTnplementod on iurpanOe 
servers, but need not be to practice the present iavention. Conceptually, the Presence 
Server 112, the Location ftcoxy Server 114, the IM Starvcr 116, and the Campaign 
Manager 118 may be knpletnenlcd as software modules that may execute on separate 
physical macluncs, or on a singlo physical machine, at a common location, or remotely 
from one another, depending on operatioiial convenience. In other words, these elements 
of the present invention are not dependent on the spedfics of hardware impl^eatatioii u> 
provide the functions that make fee present invention useful. 

(00431 The integrated Presence Server 1 12, according to the present invention, detennines 
the network presence ofa wireless si^riber or IM user. The Presence Server 112 
detennines if a mobile phone or other mobile device is ON or OFF, It also determines if 
an Int«met-based IM user is ONLINE or OFFLINR The Presence Server 112 malces 
network presence in^wmation available bctweea wireless networks and the Internet 

10049] The simplest use of die Presence Server 112 is the instant messaging buddy list 
Because the Presence Server 112 is able to determine if a whrcless device is ON or OFF, 
traditional IM buddy lists can be exteaded to indicate whe&cr "mobile buddies" are ON or 
OFF. Likewise, WAP applications and embedded software in the handset can indicate 
wiwthcr buddi^ ar^ ONLINE atthdr PCs or at a\cirmr«less devices. 

{0050] Hie buddy list is an integral part of the IM experieuce - it allows one to s«id 
messages to buddies who arc online and thcrefrie able to receive th^ instantly. But the 
bud^ list is becoming a valuable application in its pwn right It is useful to know if 
buddies, 60-W6*ef9, 5tafF, and dthers are ONLINE or have their phones ON. Particularly, 
in mobile applications, merely knowing that a device is ON or OFF has intrinsic value. 

[0051] The Presence Server 112 according to the mescnt invenHon does much more than 
power the buddy list. It enables '^presence management" in a world where diere are many 
ways to be online, and individuals may cany several different wireless devices. Presence 
management allows subscribers to direct calls, messages, and data traffic to particular 
devices* Presence management ext^^ well beyond ON or OFF infomiation: subscribers 
may wj^ to iMcate • Wbusy*' or 't)N-mceting" or "^^^ 
number of other personal settings, Sidjscribers may even desire for their presence 
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iafonnadon to be prcsoitcd diScrraitly to di£fcn:nt outsido parties^ for example '*ON-bus/* 
for co-woikcrs but "ON-availablc** for ^ouse or supervisor. Moicoverj Presence 
X£ianag?mcnt prtfercaccs may change at diiferent times of the day, and on differ^t days of 
the wcclc 

[OOSIJ Presence Jaformation Is also uscftd intcmafly for fee wireicss network to 

streamline operations. One example involves the Short Message SctvIcc Center (SMSC) 
134, The SMSC 134 does not know if a mobile device is ON or OFF» and tharcfore must 
employ a complex, multi-day message delivery and re-deHvciy algorithm to ensure that 
messages am delivered succcssMy, Using the PUM system 110 according to the present 
invention, the SMSC 134 can query the Presence Server 112 before attemptrag to send a 
message, eliminating inefficient retry attempts/ 

(0053) Anotho- example involves (he Position Dctcnninmg Equips 

many wireless caniers are expectmg to deploy in the near future Network-based PDE 
devices need to know the market where the subscriber is operating before they can locate 
the subscriber* If a subscnl>er moves firom one maxkct to another (for example, during a 
business tdpX the PDE docs not know where to begin searching for the subscriber Uaing 
the present invention, the PDE can query the Presence Server to obtain mark^ presence 
Morm?^ti^ mi flica r^dly locate the subscriber. 

[00541 The Presence Server comnnmicates with other components of the PUM system 
plitfom ^ weU as cxtmd network eldhicnls^i^ 

[0055] Within the PLIM system platform, the Presence Server communicates with the 
Instant Messaging (IM) Sm^r, the Campaign Manager, the Privacy Datab^^ 
Network API con^Kjneots. The IM Server queries the Presence Server to detennine if a 
subscriber's phone is ON or OFF so that accurate **mobile buddy list** Information is 
available for the IM clients. The Campaign Manager queries the Presence Server to know 
if a particular subscriber's phMi© is ON or OFF before attempting to send a targeted 

r mobile connnarce message. The Presence Server queries the Privacy Datab^^ 
that an ext|»nal entity requesting subscriber presence information is authorized to receive 
theiofonnatiotu Presence mfomaation is made avaUable to approved external entities via 
**push" or *>uU'' through the N^worfc API 
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10056) The Presence Server also commnnicates with the P(^ition Determining Equipment 
(PDE), Home Location Rcgbtcr (HLR), Short Message Service Center (SMSC), and WAP 
gateway network clement* m cash of the wirele$9 network* to which the PUM system is 
connectod. The PDE may query the Prescnco Server to determine the market in which a 
subscriber 13 operatiag. The Presence Server may extract wireless prcsoacc information 
fix>m the HUt The SMSC may query the Presence Server before attempting to deliver a 
short raesssage to determine of the recipient's mobile phone is ON, The Presence Server 
provides wireless presence information to WAP-bascd IM clients for the **mobile buddy 
list" 

[0057] In order fiw presence management to be more useful in everyday life, network 
presence preferably indicates more than simple ON or OFF information. Table 1 
illustrates the differeirt types of wireless presence that are supported by a Presence Server 
of a system according to the present invention. 



Table 1 ^ 



WIRELESS DEVICE 
^ STATUS 


INTERPRETATION j 


j OFF 


Phone is OFF, Determined automaticaUy on power 
down. 


; ON- Available 


Phone is OK and the subscriber is available to be 
contacted. 


ON -Voice Call 


Phone is ON, but the subscriber is engaged in a voice 
call 


ON-WAP 


Phone is ON and subscriber is iising the WAP instant j 
messaging application, | 


ON - <us€r defined> 


The phone is ON The subscriber's status has been i 
manually set by the subscriber, PredeSned settings 1 
include: 

• DND{dd ^01 disturb) i 

• Busy 

• Not available 

• Meeting j 

• Emergency Only 

The subsoiber may also ereato srbimuy status indicators | 
consisting of alphanumeric characters. | 
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10058] Likewise with the Internet, there are sevci^ variations of networic presence. The 
HiM system's Prcscnoe Server rttricves online prcseiKx? fipom various IM servers (buddy 
list information) find makes it avaiUble tQ vrireless subi^bers on the WAP M client 
application. Table 2 iUustrates the difiereat types of Intem^ presence that are supported 
by a Presence Server of a system according to the present invention. 



TABLe2 



INTERNET STATUS 


INTERPRETATION 


Offline 


Internet customer has not turned on» or logged into, the instant 
mosea^g client application on her PC. 


1 Online - Avdlable 


Internet customer has turned on, or logged into, the instant 
messaging chent application on her PC. 


(Mine - <user defmed> 


Hie Internet customer is nmning the testant messagta^ 
appUcatton and has selected one of 3ie status indicators 
(typical); 

• Away 

• Extended Away 

• EmcrgeiKr/Only 

• DND (do not disturb) 



[00591 As EVr moves into the wirel^ reahn, presence in&tmaiion will undoubtedly 
become even more important Using ±e status parsing as described above> presence 
information will be used for **a[vailability management** in a world where people have 
multiple communication devices and can be accessed anywhere, anytime. 

[0060] The IM-Anywhere Presence Server deteqnincs holh Internet presence and wireless 
network presence^ and makes this information available to entities on both networks. How 
presence is detantnined is explained as follows, 

[0061] Determining Internet presence is straightforward: the Presence Server 
cotnniumcatcs pes'-to-peer with IM servers. latcsnet presence infoimation is made 
available to the Presence S«y«* iii the same way presence information is shared among 
IM clients worldwide. Currsntly» there is no urdform protocol for Intemct-bascd instant 
messaging and presence, although an industry conscnstis is expected soon. The warld*s 
most common IM protocols are tiwse used by AOL's Instant Messenger (AM) and ICQ 
(also owned and controlled by AOL), 
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[00d2] :Detennmmg wireless nctwod: presence is considerably more complex. Some of 
the key challenges arc the following: 

« The underlying communication protocols of TIAyEIA.'41 wireless nct^rks 
cun«ntly do not natively provide presence indicatora; : 

• Accuracy is lost when unplanned networic ddachmcnts occur, such as dead battery 
or roaming into analog service areas; 

• Rcal-tiTOe electronic connections into operational wireless networks are needed; 

• Wtele^sf cftrricrs m rcsisto to technical solutions that place a processing burden 
on operational nctwoik elements; 

• Wireless cMrierswUl^Uow only 8 smaUnu^ 
networks. 

[QQ63] The PUM syst^ Presence Server according to the present invention overcomes 
these challenges using novel techniques, and by oficnng a wide variety of options for 
coTmecting into wireless network elements. The Presence Sender is able to inter-op^rute 
with network elements from ail major equipment manufacturers as well as Signaling 
Syst«n 7 (SS7) bearer networks. Table 3 indicates a few of the general presetip^ 
determination tectoques employed by the PUM system* Co-pending U.S. application no, 
09/771>201 discusses several addidonal techniques diat may be used in accordance with 
the invention for ircsttnce determination. ^ 



tablbs 



CONNBCTIONTYPE 


TECHNIQUE 


X>irect connection to 
HLR 


Infeifec^ yi^ 5S7 ports, TCP/IP, or proprietary ports (if offiffcd 
byHLRmanufiK^urer). Both open and proprietary queries are 
utilized to infer presence. 


SS7 network solution 


Monitor the networic's SS7 links and nodes fer ^)ccific 
messages and combinations of messages that inJfer presence. 



[0054] Using these methods, as applicable, the Presence Server retrieves {sesencc and 
location information asynchronously or synchronously. In asynchronous mode^ the 
PPKetffie Server quraes (polls) the HLR or 5S7 nodes whenever an update is needed, lii 
synchronous inodai tho HLS. or SS7 nodes am cond£t^ 



-13-- 



wo 



FCT/|jS02A)4533 



to the Presesice Servers as they occur. In synchronous mode, subscribe pnesence 
infonnadon is **streame(i" into the Presence S«rvcr (this is a "push" mechanism). 

(00(»5] llic Presence Server supports pnority settings that aUow presemse 
receive greater or lesser priority over other PUM syston traffic. Using an advanced 
prioridzed cveni processing system^ the PLIM system allows the wireless carrier to fine 
tune the Presence Scrv^ perfonnanoe. 

[0066] Even these sophisticated and proven techniques cannot provide accurate prcscDco 
infonnation in the event of an improper netwodc detachment by the subscriber, Lc.» the 
subscriber's battery dies. For these "comer condition** situations, the Presence Server 
^pioys heuri^ te>chniqu^ based on elapsed time and other conditions to infer the 
correct presence state. 

[00671 Delivedng of the presence infonnation is another a^ect of how the present 
invention operates. Presence information is made available to approved external users of 
the information through a secure Network Application Programming Intcrfecc (Network 
APT)* Approved users would appropriately include IM servers or unified messaging 
providers. 'Hie Network API allows both **puU" and '*push" access by approved 
users of the infbnnatioa 

(006S] An approved user can access presence information by subscribing to it. The user 
sends a subscribe request to the Presence Server u^ng the Network APt K the subscribe 
request is «Q)pTOved, the Presence Server replies with a presence "atom" giving the current 
status of tbt whreiess device. The Presence Sarver also agrees to notify the user each time 
the device^s presence changes. The Presence Server will continue to hotiiy the user of 
presence changes until the subscription has expired. If no expiration time is provided, the 
Presence Server assumes a dchult expiration period. If on expiraUon time of ^^zcro** is 
provided^ no subscription is created, and only a single presence atom is returned. This 
provides a user with a one-time presence fetch capabili^. 

[0069] The integrated Location Proxy Server (LPS) of thePLIM system accorcHng to the 
|Ut3sent invention distributes real-time subscriber location information to platforms inside 
tiio wireless network and to third parties outside tihe network throng the Network API 
The LPS connects directly to a wireless carrier's Position Determining Equipment (PDE) 
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and Mo We Posi^oning Center (MFC), Using tha Network ABl, the IPS makes locatiou 
infannation available for both ^'push" and *^uir' access by the ptatfbnns and third parties 
that rcqiarc location information. As with the other integrated services in the POM 
system platform, the LPS utilizes the Privacy Management Systwn and its associated 
database to ensure the privacy of subscriber location mfonnation. 

[0070] Th« ?IM system IPS r^oraWe for petrifying, formatting and processing, and 
delivering location infomation to the platforms that require it Some of these platforms 
are certainly located outside the network (e,g, Web URL^ m-commcrcc merchant). On 
the other hand, some of these platforms (e^'g,, the M Server, the Campaign Manager) arc 
optionally located eitlier inside the wireless carrier's network or outside it at a central 
gateway location, for exanQ)le. 

[0O71) The LPS has four basic fun<^oiis: (1) retrieving location information ftom the 
PDE^ (2) retrieving location infonnation from other network elements, (3) fbimatting and 
processing location inforaKition, and (4) delivering location informatioa 

[0O72] To retrieve locarion information from the PDE, the LPS has a secure, electronic 
connection to the PDB via an API The API is accessible over TCP/CP and anploys tiic J- 
STD-036 protocol. The PDE API supports both a on<>-time query from the LPS as wcU as 
continuous streammg of location updates to the LPS. 

[00731 It may also be useful to retrieve location infonnation from olher sources. 
Nebvoiks which do not have PBE should have coarse-grain location information available 
in other nctwodc elements. Por example, someHLRs and MSCs indicate a subscriber's 
current serving cell or sector. This inforaiation is retrievable by the PLM system's LPS. 

[0074] The LPS formats and processes location information received ftpm the PDI or 
oihcr nelwoiic elemait into a format that is acceptable to the requesting platfonn. Final 
formats are useful in the form of (1) btitade-ldn^tude pairs with associated circular 
probability error (CEP), (2) zip oodi^ (3) city identifier^ or (4) Geographic Markup 
Language (GML) code. In order to produce a final format location "atom,** the IPS 
converts data from the PDE or networfc elements using geocoding techniques (i.e., convert 
sector ID into zip code). The wireless carrier must load iietwoik geography data, such as 
BTS locations, into tho LPS database. 
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[0€75J The LPS delivers location mfonnation to platforms outside the wrreleas networlc 
usang the Network API Location iiifbnnation can be provided in i«sp<msc to in^ 
querieSf or it can be streamed contiiiuously to the external platfoims. The LPS also 
provides location infbnnation to services inside the wireless network using TCP/IP 
nic33iiging inside the carrier's firewall. 

[00761 There are many scenarios under which the LPS provides location information to 
platforms inside and outside the wireless carrier's network. The following examples 
illustrate the two most common scenarios: subscxibex-initiated location-sensidve Web 
browsing and merctmrit-initiated niobile coniinerce, 

[1)077] Referring to Fig. 2> sabscriber-initiatcd location-sensitive Web browsing is 
illustratiei The i«x>ces3 is initiated when a wireless subscriber 210 ixses a WAP browser to 
request 201 location-sensitiyc informatiou (e.g., driving directions) fi:om a Web service 
(URL) 220. The WAP Gateway 136 automatically recognizes that location information is 
needed and queries 202 the PLM system's LPS 114 for the most recent location 
in&imation on the subscriber. The LPS verifies 203 that the privacy database 119 reflects 
that the s\i?scTiber has given permission ibr hor location information to be provided to the 
Web service 220. If current location information is not available, the LPS 114 queries 204 

jPPBlWtPObtsiDit. McTnativoly,thcPDE130 mayalreadybe configured to 
"stream" location updates into the LPS 114. The LPS 114 provides 205 the subscriber's 
location infeimation to the WAP Gateway 136. The WAP Gateway 136 anbcds the 
location Monnation into the requested XJRL and forwards it 206 to the Web scxvii» 
A location-sensitive re^onse fit>m the 5^ce 220 is r^umed 207 to ihc subscriber 
210 via die WAP Gateway 136. 

[W78J RfifierringtoFig.3,nierchant-ifli!i5tediiiObi 

^proved merchant 320 with prior knowledge of a subscriber's phone number requests 
301 the subscriber's currojt location infiarmation. The merchant 320 acces;ses the PUM 
system*s US 114 through the secure Netwcxrk API 117, supplying a user ID and 
passwoii TheLPS 114verifie8302 thatthepriVKydatabasell9iB^ 
subjK.Tiber has given pexmissiuafbr the merch^ Ifcurrent 
location information is not available, Qie IPS 114 queries 303 the PDE 130 to obtain it 
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AltOTiativcly, the PDB ISO may already be configured to **stream" location updates into 
the IPS 114. The LPS 114 provides 304 the subscnber's mfbnnation to the meidiant 320. 
T>i9 mcTc^bantiii??^ ibis infonnation to provide personalized content to the subscriber. • 

[0075] Eeferriiig agsdn to Fig- 1, the LPS cominimicates with other coai|)onents of the 
PLIM system platform as well as external network elements in the wireless network. 

[OO^J Within the PL3M S3^tem platfonn, the LPS communicfitcs with the IM Server, tt^ 
Campaign Manager, &e Privacy Database, and the Network API The IM Server queries 
the IPS for buddy location information to be displayed in the '"mobile buddy list" The 
Campaign Manager queries die LPS to determine if a subscriber's location should trigger 
the deUvery of a targeted mnhilc oamrTiercB me^sag^, The IPS q\mm Uic Privflcy 
Database to ensure that the aubscriber^s permission Las been received before providing 
location infiraaiation to any Toque^^ 

[0081 J The LPS also communicates with network elements in each wireless network it 
iScmees, including [he Position Determining Equipmeot (PDE) 130, the Mobile 
Positioning Colter (iVfPC) 133, the WAP Gateway 136, and othta* network elements. The 
LPS rce^ivcs real-trrae location information from the PDR The PDE must provide a 
secure API utOizmg die J-STD-036 protocol. The LPS m^ receive location information 
indirtcOy via the MPC k some netwo±afchitectUfes, The LPS provides subscriber 
location information on a permission-oriented basis to the WAP Gateway, which in turn 
forwarfs the localiofl ittf<>raaticnto Ic^tid^ 

subscriber. The LPS nmy obtain coarse-grain location information from oiher elemttits in 
the wirel^ network, such as the MSG or the HLR, depending on the equqjmait ssiA 
configuration. 

[0082] Location information is made available to ^nrovfid external \!sers of the 

information through die secure Network API. Approved users mi^t include traditional 
merchants, e-commerce congjanics, mobile cormnerce conxparueSy wireless gaming 
con^jardes, and wreless advertising firms. The Nctwrak: API allows bodi *>uir and 
**puah^ access by approved external users of 

10083) In a mannfir analogous to that described above concerning presence in&imadon, 
an approved user can also access location information by subscribing to it The user sends 
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a subscribe request to the LPS using the Network APT. The suhscrihe request incluii^ thq 
desired level of location graimlarity. If tlie subscribe request is approved, the LPS replies 
with a locatian "atom" giving the eurrcnt location of ihc wireless device. The LPS also 
agrees to notify the user each tune the device's location changes. The LPS will continue 
to notify the of location changes until the subscription has expired. If no expiration 
tirae is provided^ the IPS assumes a default expiration period If an expiration time of 
"zero" is provided, no subscription is created, and only a single location atom Is letumed 
Tins provides a user with a one-time location fetch capability. 

10084] The PUM system allows wireless carriers to offer their subscribers access to . ^ 
popular instant messaging services on their wtreJess devices. The features thathave made 
instant messaging one of the Internet's nwst indispensable applications (ie», sending aikl 
receiyirig instant me^ages in red4imc, knowing when buddies are onhne, and kno^^ 
when buddies have their phones turned ON) are now available on wireless devices: 

I00S5] The IM Server allows wireless carriers to offer their aibscribcrs acctss to pcpilar, 
commercially available IM services such as AOL Instant Messenger, ICQ, MSN 
Messenger, Yahoo! Messenger, and otharSi Using their handheld devices, wirdcss 
subscribers are able to send and receive instant messages and buddy list information with 
ctibi^r wirel^ subscribers and withlntcrnetIM users. Ukewise^ lnt^netlM users are able 
send and receive instant messages and buddy list information with wireless stiiscribers, 

[00R6] ¥ot the wireless subscriber, instant messaging k provided d&er through a WAP 
client or through two-way SMS- hi the WAP mode, the subscriber goes to a WAP page 
operated by her wifeless earner. This WAP IMelient allows subscribers to read airf 
compose instant messages^ to create and manage buddy lists and group lists, and to 
observe real-time buddy st^ Two-way SMS ofiars the same fimctionalify through flic 
standard SMS interfeccs. Messages arc read and composed using SMS, and buddy list 
updates may be provided as short messages. Web and Wmdows™ IM clidats, wherfe 
administrative fimctions such as buddy list creation and maintcnai^ can be perfbnned, 
migment both the WAP and the two-wy SMS IM clients, Tht Web aiki Windows™ 
cliCTts are optional fbr WAP users but fequlred for SMS users, since SMS does not lend 
itself ED administrative activities. 
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r00871 His in^xjrtant to note that the term WAP is bcin|: used gcocrically to refer to any 
wireless Latemet protocol, including HDML and any ^ture wireless Internet protocols that 
rtmy he HeyelnpecL The fbllovyijig encflrrjpleR 3t«piwi*^?d some C-OI!ip*?fing technologic 
that for the purposes of this pateiU will be icfeircd to generically as WAP, For example* 
the Web content can ba delivered aa existing HTMLlitemet content for wireless devices 
as proposed by Spyglass* Prisna technology or Japan's i-mode. As a further example, the 
contwit can be processed through a template model tlist reads existing HTML content and 
fits the data to a tmsplote optimized for various types of wireless phones such as the 
system pfoposed by Evexypath.com, As another example, the dat^ content can bo 
delivered to a Palm Pilot or other PDA or handheld device that uses a proprietary protocol. 

[00S8] Messages and buddy list updates to and torn the wireless clients (WAP and SMS) 
pass tfarougt the PUM system's IM Server utilizing a conventional client-server 
communication process. The IM Server communicates with Internet-based IM services 
using scrvra'-to^crver communication protocols. Although no standard server-to-server 
protocol has been adopted by the industry* and several known alternatives are useful, the 
use of Session Initiation Protocol (SIP) extensions is a preferred implementation^ due to 
the maturity of the SIP protocol, the native si^ort of p]^ciKe information, and the 
decoupling of presence information :&om the message hody. Of course^ the IM Servcx 
may be satisfectorily implemented via any version of Instant Messaging and Presence 
Protocol (IMPP) that may eventually become a standard. The PUM system is 
advantageously configured to have a flexible^ template-driven interface to extonal IM 
servers, and it can readily adapt to changes in the protocol 

[0089] In the fiiturcv WAP and SMS may give way to new wireless operating systems, for 
example Compact HTML, or perhaps embedded M and buddy list clients in wireless 
devices themselves* Bec^sc rho IM Server may be iropiemented as ii\frascructure 
software, it is able to ad^ to the changing protocols and operating systcnis with 
straightforward changes to its inter&ce coder-decode templates. In effect, the IM Server is 
independent of ^ client platform used by the wireless subscriber. 

[0090] Fox hiternetlM users, scndnig messages ami buddy list iufonnaUun to 
buddies" is as simple as creating anew entry in the buddy list indicating the buddy's 
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mobile name* For cxampk^ if a budd/e Memet name is gstead, a new entry should bo 
created called gstead-phoae or gstead-pda. The mobile buddy name is tben associated 
with 2n Intoet address that tcraunates at tlic IM Sorer. When messages arc sent fit)m 
the Internet uscr^ they are received at the IM Seiver and routed to flie wireless subscnWs 
device. IM cHmtsareatoncedtoMeatebothiittfi^ 
buddy, eliminatiiig need to create separate cntriea for mobile buddies. 

[0091] A Web client and a downloadable Window^*^ IM client ore provided for use on 
desktop computers. The Web client is acoes^le via standard W^ brovy^^r, provides full 
messaging and buddy list capability, and provides full IM administration c^>abilitics 
(buddy list admin^ group list admin, password admin). The administrative settings ^ply 
to the two-way SMS client. The Windows'^ client is substantially identical to the Web 
client, but runs as separate Windows***^ s^jpiication. 

[0Q92] Wireless subscribcra can access several different IM clients irorn their handheld 
devices, including a WAP client and a two-way SMS client. The WAP client is accessible 
via a wireless device*s WAP browser and allows messages to be composed, sent, read, 
stored, saved, or deleted. The WAP elicit displays buddy list and buddy status, and 
allows buddies to be added or deleted. The WAP clioit also displays group lists, and 
allows group lists to be acatcd, edited, and deleted. It is preferred that the WAP client be 
implemented using Wireless Marki^ Language (WML) for optimal display on v/ireless 
device. The WAP client should reside cither on a Web server inside a wirelKS carrier's 
firewall, or behind the firewall of a PLIM system gateway site, A two-way SMS client 
utilizes standard two-way SMS to send and receive tart messages, and buddy status 
updates (ON-OPF> online-oiSine) are sent via SMS. Ko administratrve functions are 
provided in the two-way SMS client. 

f 0093J The WAP client provides some IM features which uniquely address the needs of 
wireless subscribers. Notification of successful delivery of an instant message to a 
wireless subscriber is provided, as is automatic retry of instant message delivery. When 
retry ikils, the insiani message xs automaticaUy ro-iouted to an appropriate email address. 
As roqxured by the situation, message content is automaticaUy refoonattcd (Le., HTML to 
ASCII). Another hclpfbl (if optional) feature is a library of predc&aed messages and 
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replies, saving the subscriber tho tunc required to enter an alphanumeric message on the 
keypad (examples include: Invitation to chat^ !7ivttation to voice call, Yes^ No, Why?j 

[0094] The IM clients provide a rich set of functions for creating and managing buddy 
lists and grotip lists. These fimcrions are o&red by the Web client and the Windows'^ 
client, and partially by the WAP clicaxt* but they are not available using two-way SMS> 
Table 4 summaries tho buddy list aiKl group list management capabilities of the clients. 



TABLE4 



FUKCnON 


AVAILABILITY 


DESCRIPTION 1 


A^kiBuddy 


WAP client, Web 
client; and 
Windows™ client 


• Enter Internet OTiail address and IM 
service; or 

• Enter mobile IM address; or 

• Import from wireless FIM (if provided by 
wireless earner^ 

• Optional: request permission to receive 
wireless buddy's locatioa Information (if 
available from buddy*s wireless carrier) 

• Receive authorization to add buddy (if 
required by tudd/s IM service) ^ 


Edit Buddy Info 


WAP client, Web 
client, and 
Windows™ client 


» Change address and/or IM service 

• Request permission to receive buddy's 
location information Cif available from 
wireless carrier) 

• . Cancel receipt of buddy's location 
information 


Remove Buddy 


WAP client, Web 
client, and 
Windows™ client 


• Remove Internet or wireless buddy from 
buddy list 


Buddy List 
Display 


WAP client, Web 
client, and 
Windows™ elicit 


Status Informazion (Online. Qfflme, ON, OFF) 1 

• Internet and wireless buddy status will be i 
displayed USiflg information provided by f 
buddy's M service | 

• For wireless buddies who are OFF, last j 
timeONwillbcdi^Iayed | 

Wireless Buddy Locadon Information | 

• Location hrfortnation may be manually [ 
queried (if it was requested and 
aiitbori7^ at the time the buddy was 
added) 

• Last manually retrieved location mil be [ 
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FUNCTION 


Av ae^hhy . 


DESCRIPIION 1 






displayed (If authorized by buddy) 
Buddy list Sort OpUom 
» All online or CfN buddies^ followed by all 

offline or OFF buddies 
• Alphabetical Order 


Group lists 
Display 


WAP client, Wei) . 
client, and 
Windows™ cKent 


♦ ^ Sort all group names alphabetically 

• View member of one group sorted G) 
alphabetically or ^ all online or ON 
followed by all offline or OFF 


Search Buddy 
List 


Web client and 
Wiiidows'^'iiUtiit 


» By name 
• Dy interests 


Search IM Server 


Web client and 
Windows"'** dicnt 


• Byname 
» By ixiterests 


Create Group 


Web client and 
Windows™ chcirt 


* Create group as host 

• Assign a name to the group 

♦ Ail m^nbcrs of the grpup }mve access to 
the fljoiq) 


Add Member to 
Group 


Web client and 
Windows™ client 


• Add existing buddy from buddy list 

• Enter Intoet email address and IM 
service or 

• Enter mobile IM address; or 

• Import flom wireless PIMCif provided by i 
wireless Carrie) 

• Optional: request permission to receive 
wireless member's location infoiraation 
(ifavaOable from member's wireless j 
carrier) 

• Receive authorization to add member to 

group (if required by member's IM 
service) 


Remove Mcmba 

from Group 


Web client and 
Windows™ client 


• Only the group host or the member 
herself may remove a member from a 
group 



10095] In order for privacy to have real meaning in the implementation of this invention, 
each wirel^s subscriber who activates instant messaging capabilities is required by die IM 
clients to use the PUM system's Privacy Management System to establish her opt-in 
permission, prefereofices, op^nal personal information, and optional interest lists, 
Wireless subscribos use the Privacy Management ^5y^ltem tn eitabHsh their avsukbility 
and to «st^Hsh rules for sharing presence mi location in&cmation- A subscriber may 
updat* thc?e settings many times each day, or they may never change. It is entirely up to 
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the subscnber to perfbnn her persona] presence managem^ The Privacy Management 
System is an integrated component of tiie PUM system platform, and can be accessed 
dirwtly from any of the IM clients, 

[0096] The IM Server commmiicates with o&er components of die IM-Anywhere 
platform as well as external network dements in the wireless network, 

{00?7J Within the PLBvI system platform, the IM Server communicates with the Presence 
Server, the Location Proxy Swvcr, the Privacy Database, and the Network APL The IM 
Server queries the Fresoicc Server to determine if a subscriba^s phone is ON or OFT so 
that munurate '^mobile buddy li^" infonnatton is availahle for the IM clients. When an IM 
client requests the location of a buddy, thclM Server scmds qncry fti thcT-pcata Proxy 
Server, which responds with the buddy * s location in&nnation» The IM Server quedes the 
Privacy Database to ensure that buddy M add requcstSi group list add requests, and 
iocadon information requests and are authorized. Instant messages aiul buddy list updates 
are sent to, and iwcived from, external IM services uang theNetwo± APL 

(0098J The IM Server also communicates with die Short Message Service Center (SMSQ 
and WAP Gateway network elements m each of host wirdcss networks it services. The 
M Server sends and r«;eive5 instant tott messages through the SMSC. The SMSC 
provides a successful delivery notification to the IM Serve?, if the IM client requested such 
a iM>tif cation, llie IM Server sends messages, buddy fist status in&OT 
adininistrative informaticn to the WAP M elieiit, wMeh is in him aeeesscd by die 
subschber via the WAP Gateway. 

(0099] One ofthc most admtagpous features ofOicPLIM system is its ab^^^^ 
merchant-initiated mobile commerce, Approved merchants, retailers, e*comm<^6 
companies, wireless advertising agencies, and others (collectively, ''merchants*') cm use 
die PUM system to obtain informadon about siibscriber presence aiKi location, as 
send messages and coupons to the subscriber. The enormous promise of m-oommcrce 
revenue yrin not be realized until this c^ability is widely available. The alternative - 
waiting for the subscriber to initiate a transaction - doesn't take advantage of the impulse 
biodngoppo^tmdtyandisbiiiltonimrcalisticex^ ■ 



-23- 



wo 0:A)65250 



PCT/tS02A)4533 



[001 00] At leaat three mrvdeln fnr m-comnicrtifi liave em e r ged to date. AccnrtiiTig to the 
first model, the merchant creates a WAP-<aiablcd Web site with content or shopping 
opportunities for wireless subsetibttSi The Web site does not provide location-scnfiitive 
content. The wireless subscriber uses a WAP brows<* to visit the Web site and request 
content or cc^uct a transaction. 

(OOlOl J According to the second model, the merchant has an independent accotmt with 
the wireless subscriber (for ecample, a stock trading account). Through this independent 
account, the merchant has private infomation about the subscriber^ including her mobile 
phone number. Ibe merchant dctennines the subscriber's presence or location 
information using a Network API, and then deliv^ a message directly to the subscriber 
using email or some other WAP or SMS message delivery service. 

[00102] According to the third model, the merchant does not know the subscribers 
identity or mobile phone number. The merchant would like to send amessage or e- 
coupon to all subsctibers with a particular set of intea^ts. Moreover, the merchant would 
like to send the message or e-coupon only when the subscriber has her phone turned ON 
and is near the merchant's retail stor&. 

[00103] These models range fiom completely subscribcr-initiated (the first model) to 
completely metchant-initiaicd (the &ird model). The PLM system is simchircd to solve 
the prior art challenges that block widespread use of the second and third models; which 
are inddcntaDy the most conamcrcially promising of the three. lie Network API and the 
Campaign Manager represent access points by which merchants can initiate personal, 
fdl^ailty lo^littdn-spGcifi^ tran^tidhs with wireless subscribers. 

(00104] The Can^>aign Manager automates the delivery of targeted messages and e- 
coupons to wireless subscribers. The Campaign Manager is useful for merchants who: Q) 
do not know die identity of their prospective customers, but are interested in targeting 
specific interest groups, or (ii) may know the identity of their prospective customers, but 
do not have the communications inj&astructuro to deliver messages to those customers. 
The Campaign Manager id^tif es a gxo\sp of target subscribers based on. interiosts and 
permissiotis, and deliver m^sages or e-CGnqK>ns to those subscribers only wtten certain 
location, presiaux, and titmng critma are met 
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(001051 The Campaign Manager is ^dmimstecd by the wireless carrier and is only 
available to merchants who have entered into agreements with the canicr. The creation 
and cxccutiQn of a csiopaign T^ay be highly automated, or may be adminlstcted manuaJIy, 
depending on the desires of the vnicless carrier and the con^lexity of the campaigCL 

[0010^] A contact campaiga is advantageously structured to have the following elements: 
a campal^ definition, campaign dimensioning campaign execution, and can^aign 
r^)ortmg. 

(00107] The merchant provides, cith«^ electronically throu^ a Web mterfaca or to a 
sales representative, campaign definition parameters^ such as (i) target interest areas or a 
h'st nf known tnohile devfco niimha^ (ii) fh? m?3S<lg9 or p-ccnipoDj Qii) ttw ^?!It d^t? nod 
time, and duration, of canq)aign» and (iv) any conditions &at must be satisfied to trigger 
the delivery of a message or e^jotpm to a subscriber. Such conditioDS include 
presence, location, day of we^ and tirae of day. 

[001 08] Concerning campaign dimensioning, ttio Campaign Manager queries the Privacy 
Database to determine the number of accessible subscribers who: (i) match the interest 
areaSj and (ii) have given pcnnission to receive messages &om the merchant Based on 
the numbor of accessible subscribers matching the merchant's criteria, the merchant may 
d^eide td ^fbceed with the c^^mpaigit Cr, dtematively, to widen or narrow the campaign 
criteria. 

(00109] When the campaign is executing, the Campaign Manager monitors each target 
subscriber. As soon as the merchant's criteria are satisfied for a given subscriber, the 
Campaign Manager delivers the merchant's message or e-coupon using WAP or SMS. 

[00110] At the conclusion of the campaign, the Campaign Manager produces a report that 
indicates the total number of targs^cd subscribers, the total uumber of targeted subscribers 
&r whom the campaign criteria were satisfied and a message was delivered, and the total 
number of successful and unsuccessful message delivery att^pts. 

[OOlllJ The Campaign Manage p^rms sophisticated and computational intensive 
calculations during the ^mtpoign execution stage. A oani|>Qiga rosy target as few as 
1 O^OCH) or as niany as 1 milhon or more sut^riS^ers. 1116 Campai^ 
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monitor each of the subscribers throughout the duration of the campalga to detemune if 
the message delivery criteria have been triggered. Some criteria are Jmown befotehami, 
such as the subscriber's inlerests. Other criteria, such as presence and location, must be 
monitored in real-time. Location poses a special complexity^ since the subscriber's 
distance fxtm a merchant may need to be computed. 

[€01 12] Merchants who wish to conduct a message campaign must work closely with the 
wireless carrier to configure the canqiaigru The Campaign Manager provides a Web 
interfeoe through the Netwoik API Using this interface, merchants can define and 
dimension campaigns, and submit them to the wireless carrier for approval and execution. 
This highly automatic method is appropriate for small to medium scale campaigns, for 
campaigns with simple message delivery criteria, and for repeat campaigns. 

t00113] lie PIJM system operator (e g., a wireless cmicr, or a centra 

may elect to work pcrsonaUy with merchants to maimally define, dimension, and la^meh 
campaigas. M this scenario^ a representative of the operator meets with the merchant and 
enters the canqiaign in^rnnaticn into the Can^aign Manager using ±e Web interface 
herself 

[00114] The Campaign Manager communicates with other components of the PUM 
sy^etn platform ^ Well as external network elemenis in fee wireless network, 

{€0115] Within the POM system platform, the Campaign Manager cormnunicates with 
the Location Proxy Server, the Prestticc Server, the Privacy Database, and the Network 
APL The Campaign Matiager receives siibscriber location iq)date8 via the LPS. The 
Campaign Manager receives subscriber presence updates via the Presence Server. The 
Campaign Manager queries the Privacy Database during the campaign dimensioning stage 
to build a list of accessible subscribers whose ickterest profiles and pennissions make thtm 
viable candidates for receiving a message. The Campaign Manager offers a Web intctfece 
for creating^ dimensioning, and launching campaigns. The Web interfece is accessed 
througb the Network API. 

(00116] The Cazi^iaign Manager also comiriouiucates with the Sbo^ 

Center of any wireless networks it services. The Campaign Manager delivers messages to 
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subscribers ^da the SMSC. The Campaign Manager also receives message delivery 
conJOrraations from the SMSC, which it uses when creating its campaign report 

[0€1 17J The PIIM system platform inchides a powerful Privacy Management Syston 
that safeguards personal subscriber information across each of the integrated services. 
Through a flexible opt-m interface, the 3E*rivacy Management Syst«n allows wireless 
subscr^rs to carefulty manage their ' Vireless pcrsonas" so that services such as wireless 
instant messaging aiid merchant-initiated mobile cornmaxc become welcome— w 
indispensable - wireless Internet applications. 

(001 IS] Just as &c PL3M system enables the delivery of targeted, timely, and personal 
infinrmation, it alsn emjm that private inftnjD?*licKa 13 protected mid that sub&ciibeis do 
not receive rawantod, intrusive external contacts. The Privacy Management System 
includes a KcuiB database of subscriber identities, posonal interest informalidn, and 
permissions. This database is qu«ied in real-time before personal information is provided 
to any external entity, and before any messages are delivered to the subscriber. The 
subscriber can access the Privacy Management System through the Web or through a 
WAP device at aay tfane to modify Hieir peisoiuJ inform 

t€0119] The WvacyMamgemeal System is. in effect, a gatekeeper b^een^to^ 

infOHMation iieeded to make Iat6ni6t service personal and relevant, and the vast world of 
merchants and messaging services who desire access to the subscriber. A description of 
the features add itttefwoiktii^ of tiib Priv^yM^ 

[00120] The c^terpiece of the Privacy Management System is a Web interface where 
wireless subscribers provide personal information and establish the conditions under 
T^chth^ are willing to be contacted by outside parties. The information provided by the 
subsoiber in the Privacy Management System is stored in atelational database that is part 
of the PIJM system platform. If the wireless carrier has separate databases that iiurhide 
partial infonnation about its subscribers (Lc, basic identity, interests), this information can 
be loaded dkcctly into the Privacy database rather thanTo-entcred by the subscriber. 

[001211 The Privacy Management System aHows a "supervisor mode," ^ 
subscriber's 5iq}ervisor has the d>Oity to control a^^ 

This feature is usefhl for corporate wireless plans. Accordingly, there are three classes of 
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infennation collected and stored by the Privacy Management System: (i) identity 
infcranation, (ii) personal information and interests, and (iii) privacy management 
informatioiu 

[00122] Privacy management infonmtion describes the rules under whidi private " 
infennation can be distributed, and the ooi^tions under which a subscriber is willing to 
reccivo a targeted messago. Table 3 describes the basic dements of privacy managemipnt 
available in the PLM system. 



Table 5 



PRIVACY C0^4TR0LS 


OPTIONS 


14ay we tcU others that 
your wireless device is 
ON or OFF? 


• No. 1 

• Yes. 

• Yes, but only the parties on the <mdude tisP^. 

• YeSidl parties except those on the <exc&&/i^ 

For those parties for whom the answer is yes, whidi shall \ 
we indicate (check only one): 

• QNorOFFonly 

• ON status of the phone (idles, voice call, WAP mode) 

• ON+<uyer-d^«/^na> (please sdectl&oni 
prcdcfinod list, or enter 14^ alphanumeric) 


May we tell others your 
location to within 100 
mctcis? 


• No. • . 

• Yes/ 

• Yea, but Oflly the parties the <indude list>. 

• Yes. all parties except diose on the <exclude Usf>. 


May wc tdl others what 
zip code you are in? 


■» No.. 

• Yes. . 

• Yes, but only the parties on the <indude list> 
(atitomatically includes all approved parties on the 100 
meter list). 

• Yes, all parties except those on the <exclude l£st> 
(automatically includes all ^proved partiG;8 on the 100 
metarEstX 


May wc tell others what 
city you are in? 


• No. 

• Yes, 

• Yes, but only the parties on the <i/ic/«rfeto> 
(automatically includes all approved parties on the zip 
code and 100 metw: lists): 

• Yes, all parties except those ori the <ccc/i^^ 
(automatically iiidudes ail ^proved parties on the zip 
code and 100 metorh'sts). 


Please indicate your IM 


For each IM service supported by the wireless carrier | 
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PRIVACY CONTROLS 


OPTIONS 1 


prefereaces. 


• Checkbox to indicate the subsmbor has m account with 
the service; Ibr eauh M iservice checkcxl by Ihe subscriber 
o Provide IM address, screen name, account number 
o Ihdicatcpreferaiccfordayorwccttimcofday 
o Indicate preferoice for content type 
o Ihdicato preference by send ED 


Are you filing to 
receive messages from 
outside parties? 


• No. 

• Yes. 

• Yes, but only the parties on the <wc/t/^/£y/>. 

• Yes, alJ partifis except those on the <exdluik Iist>. 

• Yes, but only messages which are relevant to all of the 
following (as indicated by checkboxes): 

o Specific interest 
o General interests 
o Income level 
^ Bduealtott level 
o Birthday 
o Gender 

• Yes, but Only the parties on the <m€lude lisi> and only 
messages which are relevant to all of the following (as 
indicated by checkboxes): 

o Specific intetiest 
o Genend interests 
o Income level 
0 Education level 
o Birthday 
o Gttider 

• Yes. aUp&rties except those to the <«cc/^^ 

only messages which are relevant to aU of the foflowing 

(as indicated by checkboxes): 
o Specific interrat 
o Genera) interests 
o Income level 
0 Education level 

o Gender 


Please indicate which 
time of the day you do 
not wish to receive 
messages. 


• Units of one hour. Multiple c6ntigu<m5 or non-contiguous. 


Please indicate \v*ich 
days of the week yoii do 
I not wish to receive 


• Checkboxes for eflch day of the we^, 
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PRIVACY CONTROLS 


OPTIONS 


messages. 




Is there a limit to the 
RUinb^r ufiruiUml 
messages you are 
wilUngto rccdvc? 


♦ Please check only one: 
o Maximma messages per hour (Indicate quantity 
o Maximum messages per day: indicate quantity) 


Is there a liimt to the 
number of promotional 
mes&ages you are 
willing to receive? 


• Please check only one: 

o Maximum messages per boun (Indicale munbcr) 
o Maximum messages per day: (mdicatc quantity) 



[00123] The <mcliid€ tist> and <^clud$ tist> may include (i) predefined orgamzations 
selected by the wireless cairier, (ii) user-provided URLs, (iii) individuab identified by 
email or IM address. The wiielesa carrier has th* ability to penrummtly exclude 
organizations (by URL) at its discretion. As to the user defined status indicators, the 
system autwnatically provides the Mowing pre-defined status indiiators: DND (do not 
disturbX Busy, Not Availa^jle, Meeting, Emergency Only. The system operator may add 
additional prc^dincd status indicatois if desired. As an optional service to the subscriber, 
it is possible to synchronize message blocking with external calendar programs, for 
example those provided by the wireless carrier's PM. 

[€0124) Subscribeis can access the Privacy Management System via secure or WAP 
intcifaoc. The expectation is that subscribers will use the Web interface fijr first-time 
configuration, and theu use the WAP page for ittomkentai or ^ 

[00125] The subscriber determines which companies are allowed to received her presence 
and location infomiation^ and which corapanies may send a message. The company 
names shown on this ^rcen are dynamically generated £iom a database. ThePUM 
system operator has complete control over the company names that appear (or do not 
appear) during the configuration process. Ihmoitantly. the snbscribcr may select times and 
days of the week when she is miwilling to leodve messages* 

[0012Q The WAP interface to ^e Privacy Management System provides the same 
capabilities as the Wd) intcr&ce, and populates the same Privacy Database inside the 
PUM system,' ■ - 
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[00127] The Privacy Management System has a direct interface to the POM system's 
Privacy Database, as weU as the abiHty to inq>ort data^ via the System M 
ModuJe, Brom other databases inside the wireless cameras network. The.foUowing 
illustration higjilighte the Privacy Management System* Privacy Database, and System 
Managcmciil Module as they relate to ttic PLM system and its external aiviromnent 

[0012S] In&>miation provided to the Privacy Managjemttit System is loaded directly into 
♦the PLIMsy5teni*s Privacy Database, The Privacy Database is accessed by all of the 
PLIM system integrated services, as described above. 

(00129] The PliM system also has a management module that allows the system operator 
to import rcl^niii tofiriraatinn diroc-tly into the Privacy Database, diminatinx the need for 
data re-entry by the snbscribex, Examplesofthe type of information a wireless earner 
mi^t elect to import directly into the Privacy Database include (i) sohscribcr ideaititics 
(Le., name^ wireless phone number, email address), (ii) links to subscriber PIM contents 
(ie», calendar! contact lists), and links to previously entered interest infomiation (le., 
news, traflBc)* 

[00130] The POM system provides a standardized, secure Network API for external 
systems to exchange messages and signaling injfbmaation with a wireless network. These 
erternai systems (viMch migfat melude IM Sarvets, merchants^ unified messaging 
providers, Internet content providers, wireless advertising firms, and wireless gaming 
service pro^ddefs) m ^vided with m inteiface armmd which they can develop 
automated plications. For the wireless carrier, each of &ese entities r^srcscnts both a 

^ souiceofvaluetostibscribcrsasweUasasotffceoffeveiitw 
arrangements. 

[00131] The Networic API utilizes standard protocols BSid best-!ii-cla:« secinity ccairols 
to prevent unauthorized access to wireless network elements. The PLIM system platform 
acts as a firewall to the wireless network elements, protects the privacy of subscribers, and 
ensures that external requests &r informadoii do not place an una^ 
op<aational network elcmraxts. 
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(0f)132] The PLIM system platform also crtalfts a dalaba«ic of Tranaactinn Oeteil Records 
whidi log every activity at &e Network API, allowing the carrier to meter and audit usage 
for financial purposes. 

{00133] The Network API (Network API) present an secure socl^ 

to external systems. External systems access the API through the steps of: ©sending a 
prq)erly encrypted login lequest^ (d) providing an authorized login ID sud password 
O^rovided by the wireless carrierX and C«i) selecting an Network API sendee and 
beginning conununications. 

[00134] Table 6 shows how the Network API provides six separate services, or points of 
catiy, for external systems. 



Table 5 



SERVICE 


DESCRIPTION 


PROTOCOL 


fostant Mess^ing 


IM Server to server communications: 
messages, {whence, h\x<ldy list 
administration 


IMPP 


Xnterwcarrier 
messa^Qg 


SMS between different wireless netwoHcs 


SMTP, SNfPP 


Presence 


Non-IM requests for presence infonnation 


IMPP 


Location 


Requests for location infonnation 


IMPP with extensions 


Campaign manager 


Campaign creation^ dimensioning^ and 
launch 


Web . 


Privacy 

Management 

Sy^em 


Updates to the Privacy Management 
System 


Web, WAP 



l(W1351 The IM Server communicatra with Intemet-bascd IM services using server-to- 
servcr communicodon protocols. Several alternative protocols are under consideration by 
the lEIF for a new Instant Messaging and Presence Protocol (IN^ &e RFCs 2778 and 
2779. Thus, no standard server*to-server protocol has been adopted by the industry^ at this 
time. Of course the PLIM system can be effec tively operated according to any of fee 
known protocols, however the prcferrod protocol is SIP extensions. SIP extensions is 
preferred due to the maturity of the SIP protocol; the native support of prcseaco 
inionxtation; and the decoupling of presence infiCTiadon 

i^m, to JPGUIM system has a flexible^ t«iiplate-4riyfii intcrfece to a:tcnjal IM servers, and 
is readily adaptable to changes in the protocoL * 
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[00136] The IMFP interfiice allow external services to subscribe to both presence and 
location infonnatiorL An approved external sends a subscribe request to the Nctwo± API. 
If the subscribe x^que^irt is cppreved, the ?LM system sends a reply and agrees to notify 
the externa] service each time the device's presence or location changes. The PLINI 
system continuca to notify the user of changes until the subscription has expired. If no 
expiration tune is provided, Oie PUM system assumes a default expiration period. If an 
expiraUou liiue of *'z«ru*' is provided, no subscription is created, and only a sin^e rq)iy is 
returned. This provides a service with a one-tune fetch capability. 

[00137] The PUM system allows wireless subscribers to send SMS messages to 
subscribers on other vrireless networks that siqjport SMS. Messages originatiBg in a 
network serviced by a PUM system platform are directed from the SMSC to the PUM 
system. The PUM system routes the message to its destination network using SMPP (if 
direct access to the destination SMSC is possible) or otherwise using SMTP. 

fO0138J Multiple levels of sccaniQ^ ^eld aia Network APL The reqnirmcnt of 
subscriber permission represents one level of security. The privacy Hnt^b^s g will not 
release informatioa unless tbc subscriber's pcmnsaiona and other restrictions arc 100% 
satisfied 

fO01391 Database S^ltrity is a second level of security. All subscriber data is stored in an 
database, which provides hxtemal security and encryptioiL For example, Oracle's 
Advtoced Security Option provides industry standard checksum and encryption 
algorithms to ensure the privacy ofthe data transmitted over the network. Oracle also 
ptovidfig encryption on all systeni User IDs fiftd passwcrid^ 

[00140] A third level of security is provided by user authentication via login IDs and 
passwords. A fourth level of security is provided by data encryption via a securo socket 
layer. A fifth level of security is networic security that can be inq>lcmcnted via isolated 
Mibnets. 

[00141] As a sixth layerofsecurity, a firewall protects against denial of service attacks 
such as Ping of Dcaft, SYN flooding. Land attack, and IP Spoofing Periodic firewall 
software updates ensure ongoing protcctioiL A seventh level cfsecurity is physical 
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security , which is ensured by tocating the HJM system hardware m a"wcll-pix)tcctc(t 
trusted iacUity. 

[00142] Tha nre two aspects to service provisioning; wifeless suB&iribef provisioning, 
and external service provisioning for merchants who desire access to tho PLIM system 
ftrough the Network API 

[00143] After the PUM system is dcployed in a wirclc^ carrier's network, current 
swbscribets may register for tho service. The registration process allows the subscriber to 
activate wireless instant mcssa^ng as well as cstablidi pemiissions for tho release of 
personal infoimation to merchants and other external services* The initial rcgtstration 
pro^S5 icquiies special ideotity authenticaiioa Future access to the syst^ is granted 
through a standard login process. 

[00144] Referring to ¥ig. 4, an initial registrafem process for cfibcting subscnW 
provisioning is illustrated* The initial registration process is accomplished via or 
WAP interfecfts. For iaitial service registfation, the subscriber acce^ the PUM s^tem 
through a hyperlink fiom the operator's Web page 401 . The hyperlink leads the subscriber 
to the front «mJ cf &e PUM system Pri^^dcyMtogemcnt System 402, where she provides 
basic identity information, including her name and mobile phone number 403. Afi«: 
pwjviding Qus infomatiott, 

informing her that an electronically generated password is being s«it to her phone as a text 
message 404, mi that she will not be granted further access to the system untB she lo^ in - 
using the new password. This system, known as Portal User Session Handhng (PUSH), 
provides aii acceptable level of confidence that only the owner of the wirele&s device will 
be establishing privacy controls for the device. 

[00145] Rfifemng to Fig. 5» a prelCTm:e selection process for eff^^ 

provisioning is illustrated* Once the subscriber has received her initial password, she may 
log^ to the Privacy Management System 501, 502, where she will aow have fiill access to 
the system. Here she may opt-in to wireless instant messaging and mobile commcice 
services^ as well as establish her pccsonal interests and commuiucations ptcfbreoces 503. 

[00146] Refeocing to fl^ 6, an updating process for maintaming subscriber provisioning 
is illustrated. At any thnoafterasubscrUwhasregLstei^ s^^ 
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Management 5?ysterifi 601 through the Web or WAP interface to update her permiiwdons 
aadprefereaces d02. 

(00147] The essential task of merchant provisioning is to provide approved merchants 
Vidth accounts IDs, passwords^ and connectivity information (i.e., IP address, enciyptiim 
key), 

[00148] Awjordm^ to an exemplflry embodimciit, the software architecture of the PLIM 
system utilizes two primary sofhvaro subsystems: stack processors and database 
processors. 

[00149] Stack j»occssors initiate and manage commixm'cadons between the system 
databases and cxtanal entities, such as wirdcssnetwoiiclcnic^ In 
addition, (he stack processors handle all message routii^ and protocol translation. Once a 
stack processor teceives a message, the message is translated from its native protocol into 
an internal object that can be handled by the database stored prooodures. Protocol 
translation is performed using a custom translation caginc, supported by message syntax 
templates. This aliowjS new protocols to be integrated quickly, without nocd for new 
coding. The stack processors also enable message prioritization by the wireless carrier 
messages from certain sources^ for example presence updates from the HLR, may be 
assigned a higher priority level in the stack quaiing algorithm than messages from other 
network eicmaits, 

[00150] The stack processors implement a communications system that provides software 
redundancy. Stack processes run m either a "distributed n" mode or a **mastcr-slave'* 
mode. A distributed n mode is used for computationally intensive operations that benefit 
th)m running in parallel across a distributed networic. These processes have built-in 
redundancy and Eul-over algorithms. If one process or machine dies, the transactions for 
that process are autonxatically distributed among the remaining machines. A master-slav© 
mode Is used for opera^ons that arc not computationally intensive and do not benefit from 
rtmning on a distributed network. In this mode, two copies of the process run on separate 
machines. One acts as either the "master" ortbe **slavc*' for a given transaction. If one 
process dies or the machine Mis, all transactions are automatically routed to the remahung 
process. 
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[C0151] The database processors operate on a shared disk model in which all processors 
share all the data in the database* There is logically and physically ooly one database. 
This architecture allows for adding ox substituting processors and storage devices to 
increase system pofoimancc without having to reconfigure the database The architecture 
qIso enables llcxiblo load balancing Since oil nodes have acccsa to all the data, incoming 
connections and tasks can bo evenly spread across all nodes. 

[00152] The PUM system is advantageously implemented using the Oracle Parallel 
Server technology, bundled with Sun's Solaris clustering capabilities, to provide wireless 
carriers witli a widely deployed and proven solution. C^le is currently the only carrier- 
class database platform that offers true parallel server capability, an ^sential component 
of the PUM shared disk model Oracle Parallel Server greatly enhances the scalability 
aiwl hi^-availability cj^iHties of OraclcSf by combining tf^^ 

scalability and availability with single systan management c^abilities. Clustcrcjd systems 
for database applications are fully exploited in Oracle Parallel Server to deliver a number 
of benefits, 

[0M53] One benefit is the protection flxMW system fiulures due to high availability. Users 
can distribute database woildoads across a cluster of servers and utilize ail CPU and 
cluster memory resources to process application task^ If on<? ao4e Ml^ Still 
access the database via other nodes in the cluster. The database automatical]^ 
reconfigures to provide near continupu? 4at^b?ise processiog, $hi?14ias V?Sei§ from systcm 
failures* 

[€0154] Another benefit is improvement in systoti perfisrmance due to cluster scalability; 
Oracle Parallel Server in OracleSi sets a new standard for scaling applications with chaster 
load balatidng and Cache Fusion technology, becoming a highly eflfoctivo solution for 
increasing application throughput and system avmlabiKty. Cache Fusion uses modem 
cluster intercomiccts to reduce disk I/O and exploits cmeiging high bandwidth, low 
latency interconnects to provide increased scalability. 

[00155] A further benefit is a reduction in inanagcmmt costs provided by sing^^ 
manageability. Single System View cluster management c^abilities deliver perfbim- 
oncc-and-replicato-everywhcro featiuxs &nd mable management of clu8t«s as a single 
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entity. By managing a single cliister database^ repetitive tasks across servers can be 
consolidated into single managemcaat operations and aut<miatically replicated across 
servers. 

(€015€] A PUM system according to the present invention may be physically 

implemented a number of ways, but two specific exemplary system implementations arc 
discussed: carrier specific and gateway, 

[00157] Referring to Fig. 7, a carrier specific PUM server implementation is illustrated. 
Ihc PLIM server 704 is connected (at least virtually, if not in a directly physical way) for 
dedicated servke of a single Aviieless carrier's netwo(dc 70Z. Tbe PLIM server 704 is 
connected tn the wireless network 702 it 5«TV€5^ as well as to the Internet 700 ami to like 
PUM servers 714, 724 serving other weless earners 712, 722 so as to facilitate 
availabilily of presence and location inforaiation between netwoiks. Sul^cribers 731 , 733 
and registered merchants 741, 743 access the PUM server 704 via the totemet 700. 

[00158] Referring to Hg, fi, a PLIM system implcmenied as a centralized gateway is 
illustrated. Any subscriber 831, 833^ or any participating merchant entity a41, 843 may 
access the PUM gateway 804 via the Internet 800. ThePLM galew^ KM is non- 
invasively connected to the wireless networks 802, »12, 822 of any consenting wireless 
carriers to ftcilitate availability of presence aad Icxiatioi i^femiatidii. The PUM gateway 
804 connects to the HLR, MPC, SMSC, WAP gateway, and PDE (as applicable) of each 
of tile wireless netw<ytl£S 802, 812, 822. 

[00159] Concerning implemcntalion examples^ ref^^oce is made to the Inverdx 
Corporation brochure 'IM-Anyi^ere^* System Description^ to be published subsequent 
to the filing of this jq>pUcation, a copy of which is filed herewith. The **IM-Anywfaere"'^ 
System Description" brochure is iiK;orporated by reference herein, in its entirety* for all 
purposes. 

(00160] The PUM gateway offers a potent value proposition to the internet services that 
utilize its data, as well as the wireless carriers that participate in the PUM gateway. 

{00161] The Internet services (for cccample^ m-connncrce companies, instant messaging 
providcisj and unifi«l messaging provideis) arc rervcmifrproduciiig customcns of the PUM 
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gateway. These customers are ayoying unprecedented levels of growth and opportusity, 
M-commerceiy in particular, is expected to grow &oni S 140 million revenues worldwide in 
2CX)0 to more than % 100 billion by 2004. Already, more than 1 billion messages per month 
arc being delivered in wireless networks worMwida 

166162] For m-comjmerce, messagiDg, and o Aer internet service providers, the ¥UM 
gateway ofSsxs "one stop shewing" for real-time information about wireless subscribers, 
regardless of the host nenvork. In addition, the gateway offers value-added service such 
^ort messaging with return receipt, as well as an electronic Campaign Manager. The 
electronic Campaign Manager allows targeted messages to be delivered to wirdess 
subscribers only when certam conditions pertaining to presence, location, and profile have 
been satisfied 

{00163] Additionalty* wireless carriers are becoming Internet Service Ptovidcrs, and ^ 
wireless itself is recognized as the new fece of the Internet Wireless carriers worldwide 
are struggling with Internet content and m-oommcrce for customer ownership, and carriers 
do not wish to see their airtime rates decline while others reap the rewards of m-commcrcc 
transactions. As a result, sotne comm bavc entered into bi-l^eral agreements wilh major 
Ihtemet companies to create "walled gardens" of content for thdr customers. Bui m- 
cgmmerce 19 ^wing at 3 rate thAt 4o^ not wale wiflibi-lftteral agreements, and earriss 
will require a new business model in order to participate My. 

[001 64] Customer 6WiidrShip battles a nahual and predictable oulcdm6 of content 
distnbotion. For example, ifa wireless customer Im an E^Thwle™ account, do^ the 
carrier ovm tbs oislomer or does E*Tfade™ own the customer? Cairiffs can sidestep ihe 
debate by recogni2ing that they are the undisputed owners of information about their 
customers, soch as presence, location, and profile infonnalion. This type of infomiatton, 
which is more akin to signaling than content, has tremendous value to providers of Internet 
services as well as traditional retailers* The PliM gateway oflfcrs carriers the opportunity 
to generate revenue fix>m this type of information, wi^ the potential of selling the same 
piece of infbrmationimay times, 

[00165] For wirdess carriers, the PUM gateway is a cost-free method of g^emtmg new 
revenue. The PIIM gateway is an electronic "consignment shop" where wireless carriers 
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canseU infonnation aboiitthdrfaihsc^heii^^ The PLTM gateway is a Don-^xcliwiye 
sendee, allowing carriers to continue to build bi-latraal relationships at will. As a 
5weetetier» the gateway provides participating carriers with a Web-enabled sofhvore 
Implication Uiat allows individnai subscribers to set permissions and preferences related to 
the distribatioa of their personal infbnnation. In effect, tlte PUM gateway acts a spam 
filter for subscribers, ensuring that their information is provided in strict accordaruro with 
their stated p^missions and pref^reflces. 

[00166] Mobile commerce according to the present invention inay be practiced without 
including the privacy management aspect to control access to subscribers. However the , 
privacy managemml aspect provides important additional functional advantages diat 
represent further advances over the prior art 

[001 671 Rcfcmng to Figx. 9 and 1 0, a system for network optimization and pcrfbrrnance 
meastircment, according to a further embodim^ of the present invention is illustrated 
As previously discussed* the present invcaition allows more efficient use of network 
resources because of its rich features. For example, the knowledge of presence 
infijmmtion allows the ssiding of SMS messages only when the user's handset is ON. 
This results in more efficient network resource utilization allowing a netwozk operator to 
make more money with the same amount of resources. Likcwisej the organization of an 
m-commerce campaign which strategically targets the most receptive users requires 
significanUy less n^odt resources ttian a jtoorly designed campaign which delivers 
messages to a large untargetcd group of users, 

[001^8] The ^^Mnplis cited above are somewhat passive in that they help opttrtiizo &e 
network without actuafly measuring the network p^'formancc first and then making 
t5iodificatiotiS to the netwoik in order to optimize performance. This more active ^proadi 
to network optimization involving performance measurement Mowed by opfeiization is 
already performed by raaiay networic operatofs by usifig drfve test teams. This etitaik 
sending teams of skilled (and exp^ve) technicians and engineers to drive thiou^ut the 
network coverage area with qsecial equipment wfaieh uses the network r^tfiree^ (for 
exan^)lc, by maktng test calls) This 
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collected dala is pos^mwesscd and used to modiiy the nctworic in order to optimize 
performance 

I00169J Unfortimately, this technique is vco' expensive aiwi only pro^ 
m^mt gf <tet»t For sample, if toe drive test is perfonned on one day and then a 
component of the netwodc &ils a week later, the resulting degradation in network 
pcTfonaaoce m^not be detected for a long time. This will remit in poor«:netwodc 
p«rfiHxnance and, consequently, less customer satisfection. What is needed is a way to 
perfonn the drive test (or equivalent network measurement) without using a special drive 
test teancL Optimally, the measurement should be taken by devices diat arc rogulariy using 
the network duxing standard network operation. 

[00170] 9 shows a system for network optimization and performance measurenuait 

The system inchides a wireless network 502 and several wireless devices such as a 
wireless handset 904, wireless PDA ^06, and a wireless mtclligmt deWcc 9(^^ 
name a few examples- Each of the wireless devices 904, 906, and 908 includes associated 
location and perfbnnance information 924, 926, and 928, respectively. The wireless 
devices 904, 906, and SOS are simply customer devices that are used on the ndwork 
during regular operation. These devices caa report their location information and 
perfoimmice mfonnaticn, such as BSSl BER, FER, SQE, aol flic like, on a periodic basis 
to wireless network 902 where it can be stored in a database and post-pnx^^ This 
allows standard users on the wireless network 902 to replace the drive test teams. This 
will produce better data since more devices can now be used to more frequently measure 
the network performance. Additionally, it eliminates the need to buy special drive test 
equipment and hire drive test teams. 

[001711 The wireless devices 9M. 906, and 908 can be used as drive test tools in a variety 
of ways. For example, layer 3 information that provides pcrfommice information can be 
monitored for specific wireless devices along with location Information. The location 
infbrniarion can be genonatcd in a variety of ways such as a^se disclosed in U,^^ 
provisional iqjplicatiott no. dQ/268,977. In the alternative, the wireless devices 904, 966, 
and 908 can be modified with fi|>ccial embedded firmware that reports Ac location and 
perfotmance infonnatioxi. Asanotheraltermdive, wireless devices such as Java handsets 
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can be used wi^ a special ^plication running In the background that reports location and 
pcdbrmance m&noation. 

[00172] In contrast to the system of Fig. 9 that shows wireless device Ihat aotomaticaliy 
report location and performance inforaaation. Fig, 10 shows a system fijr network 
optimization In which die user manually reports location and p^miance infonnatioa 
The system includes a wireless n^oric 912 and several wireless users such as a wireless 
handset user 914, wireless PDA user 916, and a wifeless intelligent device user ?1S, just to 
name a few examples. Bach of the wireless users 914, 91 6, and 91S mcludes associated 
location and porfomiance information 934, 936, and 938, respectively- The wireless users 
914, 916, and 918 are simply customers that use the network during regular op^ation. 
The wkcless network operator can sot tij) a system to allow the user to immediately report 
ptroblems such as dropped calls, blocked calls* or poor signal quality, Tbis system may be 
referred to as the Customer Report Card (CRC) since it alloVvs the user to point out 
network problems in real time and report them to the network opmtor. The advantage of 
manual reporting, rather than automatic reporting, is that the amount of reported data is 
greatly reduced and is oiily reported when thane is a tnie network prabkm. 

[00173] There are a variety of ways to icopiement the CRC system. The operator can 
have a special leppffijig pfeooe smuber witii xmm prompts simiter to cuireat ?BX 
answering systems. Altemativdy, the operator can have a special reporting phone number 
with a voice to text syst?^ tot tie r^svilts. As another aitcmativfi^ the network 
operator can Imve a WAP or SMS based system that provides a menu 
problem. These are just a few €xanq>les of techniques for iraplcmcoting the CRC. 

[00174] Althouj^ Figs. 9 and 10 show a system tha^ can be seamlessly integrated with 
the PUM system tot was previously described, it is clear to those of ordinary skill in the 
art that the active network optimization systems described above are not dependent on the 
PIJM systm and can be implemented iMq>ttidsi^ 

[00175] The jH'esttit invoiticn has been described in terms of preferred embodiments, 
however, it will be {predated that various modificatioDS and improvements may be made 
to the described cmboditbicaits without departing frwn the scope of Uie invention* 
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\VHAT IS CLAIMED ISi 

1 . A con^utiiig plat&nn for ^cilitating conunuzucatiQns for wireless subscribers 
of a wireless Tietworfc, Uae ooinputing platform comporising: 

apresenfie mo<feI? mrintflimng data conceming netwo± presence of the wirdess 
subscribers; 

a kK^on pro:s^ module maintaining location data conoeming physical location of 
the wireless subscribers; 

an instant messaging module connected to provide instant messaging service ^ 
the mreless subscribers utilizing the data cooccming network piesezuie; and 

a cantpaiga manager ixKKiale conxiocted to provide oommercid 
transmission to one or more of &e wireless subscribers selected based on at least one of 
the data concerning network presence and the data concerning physical locatioi^ wherein 
the wireless subscribers are provided with instant message service and mobile commerce 
scrvica 

2. The computing platform for fecilitatiiig commmncationa of claim 1, fiuth^ 
comprising: 

a privacy database containing records of data permission settings corre^ooding to 
individual ones of the wireless subscribers; 

when^ the wireless subscribers are selected to be provided commerdal message 
transmission based Airthcr on the data permission settings of the privacy database. 

3 . The conqjuting platform fbr fccilitadng cprximiraicatigos gf claim 1 , whOTin the 
pi«sence module additionally maintains data concerning network presence of non-wireless 
instant messaging subscribers 

4. A network gateway fbr collecting presence information and location 
information conceming wirele^ subscribers of plural wireless networks, and for 
Militating instant messaging and mobile commerce^ the netwoik gateway comprising: 

a presence module maintaining data concerning network presaice of flic wireless 
subscribers; 
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a locatirm pwixy mndiilfi mainbunipg Incarinn ^^t^ concerning physical location of 
th€^ wireless subsciibcis; 

atL instant messaging modulQ ix^nneated to provide instant messaKing service for 
wirelt&s subscribers utilizing the data concerning networic prwence; and 

a campaign managw module connected to provide couimacial message 
transmission to one or more of the A^less subscribes selected based on at least one of 
me data COncetning netWOdC ptesenCc and the dam concerning physical location* wherein 
the wireless sid>scribers are provided with instant message service and mobile conunerce 
service. 

5. Thfi'network gateway ofclaim4> further comprifiing: 

a pdvacy database containmg records of data p^mission scttiiigs coixc^ 
indmdual onca of the wireless subscribers; 

whorein the wireless sabscnba:s are selected to be provided commercial message 
lnu£utitss;ion based further on the data permission sctdngs of the privacy database. 

6. The network gateway of claim 4, wherein tho presence modulo additionally 
maintains data concerning network presence of non-wireless instant mcssagbag 
subscribers. : 

7. A process &r conducting mobile commerce, the process comfsising: 
receiving curxEnt location information concerning a mobile subscnW fi^ 

position detennining equipment associated with a wireless network; ; 

receiving current network prcsntce information concerning the mobile subscriber 
Scam a home location register associated widi the wireless network; 

maizitaining pro^e and pcnnissioning infbrniation conc^^ 
subscriber in a privacy database and 

transmitting to the subscriber personalized cotnmcrdal content based on the profile 
and permissioning information conceaning the mobile subscriber, and at least one of the 
subscriber's current location information and the subscriber's current presence 
ii^nxtatioit' ' 



-43- 



PCT/US02AM533 



1/8 



-J 
-J 






< 












cm 






UL 




2 




A 








v 






CO QC V 

Ul > S 
^ R ui lu 

5 2 1"^ 



SI 

^ I 
^ I 

1 I 



g 

UL 



wo 02A»65250 



PCT/US4)2/04533 




wo 02/<M525O 



PCT/US02>045^3 



3/8 




wo QVQ6S2S0 



FCT/US«Z«4S33 



4/8 




CO 

CD 




in 

LL 



Z 

o 

UJ 
CD 



O 

0^ UJ 

o 



8 





LL. 



WO02A)65250 



PCT/US02A)4533 




wo 



PCT/US4)2m533 




wo 02/065250 



7/8 



FCr/US02A)4533 




wo 02/065250 



8/8 




/ < 
I pg I 

1 O u. I 



00 
CO 



S2 

11- 



